Goddard Space Flight Center

Review of Special Management Attention System

 IT Security Plan

	SCOPE:
	
	Special Management Attention Systems 



	SOURCE:
	
	NPG 2810.1 Security of Information Technology 



	PURPOSE:
	
	To determine if the System IT Security Plan for this “Special Management Attention” System complies with NPG 2810.1.




NAME OF SYSTEMS: _________________________________________________________

DATE OF REVIEW: ___________________________________________________________

REVIEWED BY: ______________________________________________________________

RESULTS:  

See attached checklist for detailed results.

CONCLUSION:  

IT SECURITY PLAN

CHECKLIST

Every Government-owned or Funded system will have an IT Security Plan that documents its security posture at a particular point in time.  The civil service line manager for the system or application is responsible for completing this document.  The IT Security Plan reports the outcome of the IT security planning process, which is described in paragraph 4.2 of NPG 2810.1.  An outline of the contents and organization of an IT Security Plan appears in paragraph 5.1.  IT Security Plans are considered sensitive documents and must be protected as such.  The IT Security Plan is considered as Administratively Controlled Information (ACI) and must be covered the ACI cover sheet NASA Form 1686.   An IT Security Plan remains in effect until a new one is issued; however, the maximum time that may elapse before issuing a new plan is 3 years.

SECURITY PLAN REQUIREMENTS

	NPG 2810 Security Plan Requirements for Special Management Attention Systems 
	Yes
	No
	Remarks

	I.
SYSTEM IDENTIFICATION

A.
Responsibilities--Does the plan include information about the following:

1.
Organization-- Does the plan identify the division and branch that operate the system or own the system?

2.
Line Manager-- Does the plan identify the management official responsible for the security of the system?
	
	
	

	B.
Name or title-- Does the plan identify the commonly used name of this “Special Management Attention” system?
	
	
	

	C.
Special Management Attention—A system that is required special attention due to the risk and magnitude of harm that would result from the loss, misuse, or unauthorized access to or modification of the information in the application.  Does the plan describe the reasons why "special management attention" is required?
	
	
	 

	D.
Operational status-- Does the plan indicate whether the system is currently operational or non-operational (e.g., being designed, developed, procured, implemented, or modified)?
	
	
	

	E.
General description/purpose--Does the plan include the following information in narrative format with attachments for lists and drawings:
	
	
	

	1.
Major uses or functions (e.g., modeling, simulations, accounting, analysis)?
	
	
	

	2.
Network access and connectivity?
	
	
	

	3.
System software and versions and the application software running on the system?
	
	
	  

	4.
Operated by Government or contractors (owned or leased)?
	
	
	

	5.
Hours of operation?
	
	
	

	6.
Number of user accounts and type of user (e.g., researchers, programmers, administrative support)?
	
	
	 

	F.
Processing environment and special considerations-- Does the plan include information such as the following in narrative format:

1.
Critical processing periods (e.g., end of month, pay day)?

2. Indication of whether the system serves a large number of offsite users, such as university students, other agencies, or foreign nationals?

3.
Describe other systems/applications that interface with the system
	
	
	

	G.
Information contacts--Provide the names, telephone numbers, mail stops, and electronic mail addresses of the following individuals:

1.
Organization Computer Security Official (or Project /Program Manager, especially if the system is under development)?

2.
Line manager?

3.
System Administrator?

4.
Other technical contacts (e.g., staff who support the System Administrator)?
	
	
	

	II.
INFORMATION IDENTIFICATION

A.
Information processed--Does the plan describe the information processed (e.g., payroll, accounting, safety, command and control, network support, experiment results, calculations, software for unmanned flight, simulation software, procurement)?
	
	
	

	B.
Category--Does the plan identify the type of information processed?  The category will determine some of the baseline controls needed to protect the information.  The categories are:

1.
Mission (MSN) 

2.
Business and Restricted Technology (BRT)

3.
Scientific, Engineering, and Research (SER)

4.
Administrative (ADM)

5.
Public Access (PUB)
	
	
	

	C.
Applicable laws, policies, and guidance affecting the information--Does the plan list any specific standards, guidance, or policies that require security measures to be used to protect information on the system?  Some examples are Privacy Act of 1974, Federal Managers’ Financial Integrity Act, Trade Secrets Act, Patent and Trademark Laws, Export Control Laws, and The Accounting and Auditing Act.  Include NASA and Center policies and guidance in the list?
	
	
	

	D.
Impact of loss of system and/or data--Does the plan describe the potential impacts if the system, application, or the information processed is altered, destroyed, or unavailable (i.e., at what point does the loss become a high priority—1 hour, 1 day, 1 week, or 1 month?)?  

Does the plan discuss the loss of data, loss of processing time, recovery cost for hardware and software (i.e., programs), impact to budgets, impact to customers, and estimated recovery time?
	
	
	 

	E.
Major Application’s Value--Does the plan include an estimate of the replacement cost for the software programs that comprise the application?  Be sure to include the cost of rebuilding databases and programming code if they are not backed up or they are not remotely located.
	
	
	

	III.
INFORMATION SHARING--Does the plan describe the information to be shared with external customers?  (External customers include any Federal, State, or local governments, international partners, other NASA organizations, or organizations in the private sector.)  

Does the plan identify the intended recipients, the controls that will be used, and any applicable policies or laws that must be followed?
	
	
	

	IV.
RISK ASSESSMENT AND ANALYSIS

A.
Does the plan summarize the findings of the risk assessment performed on the system?  

Does the plan include when the risk assessment was done, who conducted it, and who approved it?
	
	
	 

	B.
Does the plan describe the results of the risk analysis, the chosen controls, and any residual risks?  

Does the plan indicate the possible effects these risks could have?
	
	
	 

	C.
Does the plan document any baseline requirements that are not being met and indicate why the requirement is not being met or why it is not applicable?  (See NPG 2810.1, Appendix A for the list of baseline requirements.)
	
	
	 

	V. TECHNICAL CONTROLS--Does the plan summarize the technical controls that enforce the rules or policies of the major application system (e.g., the ability to force password changes at predetermined intervals)?  These controls include those that meet baseline requirements and any additional controls found to be necessary during the risk assessment.
	
	
	

	VI.
PUBLIC ACCESS CONTROLS--If general public access is allowed, does the plan describe ways the information, data, and application software will be protected against loss, alteration, unavailability, or unauthorized disclosure, as appropriate?
	
	
	

	VII.
MAJOR APPLICATION RULES--Does the plan define the responsibilities of all persons who have access to the system, both privileged and unprivileged users?  The rules should take into consideration the needs of all parties who use the “major application” system.  They should be as strict as necessary to ensure that security is not compromised.  The rules for use of the system will be based on the results of the risk analysis.  Among the topics the rules should cover are the following:
	
	
	

	A.
Process for obtaining an account?
	
	
	

	B.
Process for accessing the system from home or while on travel?
	
	
	

	C.
Types of information that may be stored on the system and the authorized uses to which that information may be put?
	
	
	

	D.
User privileges and limitations?
	
	
	

	E.
User authentication?
	
	
	

	F.
Process for restoring service from crashes or maintenance?
	
	
	

	G.
Process for escorting/monitoring personnel who do not have access to the system?
	
	
	

	H.
Consequences for failure to follow the rules?
	
	
	

	VIII.
PERSONNEL SCREENING--Does the plan indicate the level of screening required for privileged users and limited privilege users who can bypass security processes and controls?  

Does the plan include the number of privileged and limited privilege users?
	
	
	

	IX.
SPECIALIZED TRAINING--No user will be permitted access to a critical system without having been appropriately trained.  The plan should accommodate training geared to the privileges of the position that the individual will assume.  Some of the training needs will derive from the risk analysis.  Does the plan include at least the following:
	
	
	

	A.
Responsibilities described in chapter 2 of NPG 2810.1?
	
	
	

	B.
Rules of the system?
	
	
	  

	C.
How to detect and respond to suspected IT security incidents?
	
	
	

	D.
How to get help in using the “major application” system and its security features?
	
	
	

	E.
Center policies, procedures, and guidelines?
	
	
	

	X.
CONTINGENCY PLANNING--A plan for continuing operations in the case of a natural or human-caused disaster must be established and tested.  Does the plan indicate whether an up-to-date contingency plan exists?  

If a contingency plan exists, does the plan list the date it was last tested?  

Does the plan state how often the plan will be reviewed and tested?

The plan must be reviewed and tested periodically.  At the manager’s option, depending upon the size and complexity of the system, the contingency plan may appear as a section of the security plan or be issued as a separate document, but it should be attached to the plan.  If the constituents of the system are one or more applications that are run in an system furnished by another organization, the application manager’s job is to plan how the application will continue performing its critical functions if the facilities in which processing normally occurs suddenly become unable to support the application.  

Does the plan indicate the estimated time required to return to full processing capability?
	
	
	

	XI.
INCIDENT RESPONSE--Does the plan describe how security incidents will be reported through the management chain and to the local IT Security Manager?  

Does the plan identify the names and telephone numbers of people who should be called if a security incident is discovered?

If special incident response procedures are required, include them in this section.
	
	
	

	XII.
INFORMATION SHARING--Does the plan identify any security risks to which the application is exposed because of the support system on which it is running or because information is shared with any Federal, State, or local governments, shared with international partners, shared internally to NASA, or shared with organizations in the private sector?  

Controls on the information may need to vary considerably, depending on the entity with which the information is shared.  Information labeling or formal agreements as to the further disposition of the information may be required.  This section of the plan should list the kinds of information to be shared, the intended recipients, and the controls that will be used for each category.  

Does the plan document any concerns about the risks?  If the risks are acceptable, the author of the plan will document acceptance of these support system risks.
	
	
	

	XIII.
REVIEW OF SECURITY CONTROLS--Does the plan describe the process for performing an independent review of the security controls of the application?  

This review is required at least every 3 years or upon significant changes.
	
	
	

	XIV.
AUTHORIZATION TO PROCESS--Did the responsible line manager and the Center CIO authorize in writing the use of the “major application” system by confirming that, as implemented, this IT Security Plan adequately secures the “major application” system?  

This authorization can be a cover letter attached to the plan or a signed statement at the end of the document.  This authorization must clearly state that the manager finds that the IT Security Plan adequately secures the “major application,” its data, and its operation.
	
	
	


